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Method and Apparatus for Sharing Connectivity Settings via Social Networks

1. A method comprising:

detecting one or more

Exemplary of:
Sharing Wi-Fi through Social Media

Click Configure button to associate router with a

pag

connection parameters and

(AR X Cancel |

associated data of at least one
access point;

facilitating provision, via a
processor, of the connection
parameters and associated data
for inclusion within at least one
profile of a user, the profile is
associated with one or more
social network services
identifying one or more
previously established
relationships among one or more
determined friends of the user;
and

enabling provision of the
connection parameters and
associated data to at least one of
a device of the user or one or
more devices of the friends.

patrons to check in and like your

I Enable - sy Wi-Fi

Please visit and read the setup orocedure

hittp://support.netgear.com/p mwifi

Imm Wi-Fi is an application for small businesses. The application turns the router into a Wi-Fi hotspot, allow

Page before using the web for free

This only applies to the Wi-Fi guest network, so the Wi-Fi guest network needs to be enabled on the router for this to
work

— T

Click Configure to associate this device with &

page.

Comment:

It is possible for businesses to
offer free Wi-Fi to their customers
in exchange for ‘checking-in’ at the
location using their social media
account.

At least the address of the access
point must be shared with the
social network when the user
configures their router to use this
service.

mammmmm Wi-Fi Configuration

Visit MHelp Center

Page

Jasper's Market «

Bypass Mode

&) Skip check-in link

Require Wi-Fi cod GESEEE

Save Settings

© 2018 Provenance Asset Group. All rights reserved.

This document is not an assertion or notice of patent infringement, and is not intended to identify a particular product or person.

Page 2



US 9,288,744 B2

Method and Apparatus for Sharing Connectivity Settings via Social Networks

L ———————————— '

1. A method comprising:

detecting one or more
connection parameters and
associated data of at least one
access point;

facilitating provision, via a
processor of the connection
parameters and associated data
for inclusion within at least one
profile of a user, the profile is
associated with one or more
social network services
identifying one or more
previously established
relationships among one or more
determined friends of the user;
and

enabling provision of the
connection parameters and
associated data to at least one of
a device of the user or one or
more devices of the friends.

L. ® % Guest Methods

Exemplary of:

Sharing Wi-Fi through Social Media

Guest Method
MSE Image 76 8.0
Oauth with Social Oauth with Social
Authentication Credentials (ie =l = Credentials (ie 8=
] L o i)
Credentials only (OAuth) or
Info 1o authenticator Credentials only Credentials and Packet
Counts
New NSMP message for
. force deauthentication
PR Hos controlied by [ dicy or
config (on WLC 8.0)
Requirements Standard MSE Standard MSE
Time based for | and
Usage Limiting Policy None Usage Quota Limiting for
Sodial vs non Social usage

Client Application

Resource Owner

N
...................... .-
Grant access

s, lIssue authz code/
s, access loken

Resource Server

[]
-
Authorization Server

Delegate
authenticatior
i authorization

:
=

Comment: Users request access
to the Wi-Fi network and are
redirected to a social network
page. The user credentials are
authenticated using OAuth
which uses the social network’s
own systems to verify a user.

%Wi-ﬁ Operation Guide

INTERNET

Moden

Router

power
adapter _-_. -
‘ LAN

POE

@ ]

W312F
Phone, PAD, PC
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Method and Apparatus for Sharing Connectivity Settings via Social Networks

1. A method comprising:

detecting one or more
connection parameters and
associated data of at least one
access point;

Exemplary of:

Joint Solution for Guest Wifi

- presents a login screen customized to local business
— Handles sign-in/sign-up and Check-in

Provides new generation of customer analvtics by combining Wi-Fi analytics from
Cisco network with social analytics from

facilitating provision, via a
processor, of the connection
parameters and associated data

identifying one or more
previously established
relationships among one or more
determined friends of the user;
and

enabling provision of the
connection parameters and
associated data to at least one of
a device of the user or one or
more devices of the friends.

I

— Intercepts user's traffic and redirects the users to I I Dgin.

— After successful - mmmmmm sign-in & check-in, connector redirects the user to Retailer's
I page

~ Interfaces with | check-in process via URL redirection and pecific
protocol

Comment: When the user has logged in
using their own credentials, they are
directed to the business’ profile page.
Here they are prompted to check in to
obtain access to the Wi-Fi network.

Sharing Wi-Fi through Social Media

Jasper's Market

Check in for free internet

s 41
P @ Check me in automatically in the future [7]
Skip Check-In

; Wi-Fi Terms
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1. A method comprising:

detecting one or more
connection parameters and
associated data of at least one 1. Turn your business into a Wi-Fi
access point; hotspot

facilitating provision, via a
processor, of the connection
parameters and associated data
for inclusion within at least one
profile of a user, the profile is
associated with one or more
social network services

identifying one or more Comment: Users may allow the social network to automatically check in if they have
previously established been there before. If this pre-established relationship is present then the user is
relationships among one or more automatically granted access.
determined friends of the user;
and

You have authorized these places to automatically check you in on F when you connect to their Wi-Fi
enabling provision of the Place Added Privacy

connection parameters and

associated data to at least one of
a device of the user or one or Red Rock Coffes
more devices of the friends.

Philz a Less than 24 hours ago L~

Coupa Cafe - Palo Alto Less than 24 hours ago A
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1. A method comprising:

detecting one or more
connection parameters and
associated data of at least one
access point;

facilitating provision, via a
processor, of the connection
parameters and associated data
for inclusion within at least one
profile of a user, the profile is
associated with one or more
social network services
identifying one or more
previously established
relationships among one or more
determined friends of the user;
and

enabling provision of the |
connection parameters and

associated data to at least one of
a device of the user or one or

1. Turn your business into a Wi-Fi

hotspot

Exemplary of:

Client Application

Resource Server

more devices of the friends.

Resource Owner

Access data
00 .......................... -
A . :
H \‘ L}
T H
'0‘ L]
h ——=8 Issue authz code/ ! Delegate
—1 Access service - H g
. Access token 1 authentication
ry 3 authorization

---------------------------- ..
Grant access

Authorization Server

Sharing Wi-Fi through Social Media

Comment:

Once users have
checked-in they are
connected to the
network and free to
use the internet.

In this case,
customers are
considered friends
of the business.
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